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Configuring Crestron Fusion Software
with Google Calendar Application:
Enterprise Management Platform

Overview

Crestron® software developers have integrated Crestron Fusion with Google Calendar
scheduling software. This document provides the necessary information to configure the
Google Calendar API and set up Crestron Fusion so that it can access the Google Calendar
API.

Initial Setup
Set up a domain on the Google® API website with the following:
e Administrator Account

e User Accounts Room Resources (Refer to “Appendix A: Creating Room
Resources” on page 25 for setup instructions)
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Configure the Google Calendar API

For Crestron Fusion to exchange data with a Google calendar the user needs to activate the
Google Calendar API and configure the security.

Activate the Google Calendar API for the Domain

This section provides information on how to activate the Google Calendar API for the

domain.

1. Using the Google Chrome™ or Firefox® browser, navigate to the following
URL: https://console.developers.google.com/project.

2. Log in using an administrator account. When you have successfully logged in, the
Google Developers Console page opens.

Google Developers Console Page without Loaded Project

I Library

= © gIeAPIS @
API APIs & services Library
«f»  Dashboard Googla APIs

G API Library ¥4
&< - O | E] console.developers.google.com/apis/library
ﬁ Like our APIs? Check out our infrastructure. Sign up to get $300 in credit and 12 months to explore Google Cloud Platform. Learn more

= a
X =% o
DISMISS SIGN UP FOR FREE TR

0 0 a

| [search all 100+ APIs

O Credentials

o

Ad

< u

Popular APls

Google Cloud APIs
Compute Engine API
BigQuery API
Cloud Storage Service
Cloud Datastore API
Cloud Deployment Manager APl
Cloud DNS API
More

Google Maps APls
Google Maps Android AP1
Google Maps SDK for i0S
Google Maps JavaScript API
Google Places API for Android
Google Places API for i0S
Google Maps Roads API

More

Mobile APls

Google Cloud Messaging [
Google Play Game Services
Google Play Developer API
Google Places API for Android

YouTube APls
YouTube Data APl
YouTube Analytics API

G
A

Google Cloud Machine Learning
Vision API

Natural Language API
Speech API

Translation AP

Machine Learning Engine API

G Suite APIs
Drive API
Calendar API
Gmail API
Sheets API
Google Apps Marketplace SDK
Admin SDK
More

Social APls

Google+ API

Blogger API

Google+ Pages API
Google+ Domains APl

Advertising APIs
AdSense Management API

DCM/DFA Reporting And Trafficking API

3. Click the Select a Project drop-down list and select the API project that will be
used for the Google Calendar integration with Crestron Fusion.
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https://console.developers.google.com/project

Project Loaded

Select
= Search projects and folders E] =+
Recent All
Name ]
+/ §» Fusionintegration fusionintegration-180412

Create a New Project

Select

| = Search projects and folders Create project +

Recent All

Name ]

4. If no projects are listed in the drop-down list, click Create project to open the New
Project form to add a new project.

New Project Form

= Google APIs

New Project

@ vou have 11 projects remaining in your quota. Learn maore,

Project name

FusionIntegration|

Your project 1D will be fusionintegration-188214 Edit

5. Enter a Project name and click Create.

6. An API project needs to be loaded into the Google Developers Console page.
When the project is loaded, the project name is displayed in the Project field and in
the Select a Project drop-down list.
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Console Dashboard After Project Selection

= Google AP\SI $» Fusionintegration ~ ' Q
& API Library
» . .

Welcome to the new API Library

The new API Library has better documentation, more links, and a smarter search experience. [ ]

Tell us what you think

. Q Search for APls & services
Filter by Maps
CATEGORY
a g V.
Advertising (15) -
Analytics (2) Google Maps Android AP| Google Maps SDK for i0S Google Maps JavaScript API
Google Goagle Google
Big data (10)
Blog & CMS (1) Maps for your native Android app Maps for your native i0S app Maps for your website
Compute (8)
CRM (1)
Select a Project Drop-Down List
Select
Search projects and folders (2] +
Recent  All
Name ID
+ & Fusionintegration fusionintegration-180412

7. If aproject is not displayed, click the Search projects and folders drop-down list
and select the project name.

8. Click the link in the upper left-hand corner to activate the Google Calendar API:
https://console.developers.google.com/apis/library and open the Google
Developers console.
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Google Developers Console Menu

Cloud Storage Service
Cloud Datastore API
Cloud Deployment Manager API

= Google APls selectaproject Q
API APIs & services Library
< Dashboard Google APIS
M Library
‘ Q_ Bearch all 100+ APIs
O+ Credentials
Popular APIs
Google Cloud APIs Google Cloud Machine Leaming
Compute Engine API Vision APl
BigQuery API Natural Language API

Speech API
Translation API
Machine Leamning Engine API

Cloud DNS API
¥ More
W Google Maps APls G Suite APIs
/N Google Maps Android API M Drive API
Google Maps SDK for i0S Calendar API
Google Maps JavaScript API Gmail API
Google Places AP for Android Sheets API

Google Places API for i0S
Google Maps Roads AP

Google Apps Marketplace SDK
‘Admin SDK

¥ More ¥ More
A5 Mobile APIs Social APIs
l'l Google Cloud Messaging [ Google+ API
Google Play Game Services Blogger API

Google Play Developer APl
Google Places API for Android

YouTube APIs
u YouTube Data API

‘YouTube Analytics API

A

Google+ Pages AP
Geogle+ Domains APl

Advertising APls
‘AdSense Management API
DCM/DFA Reporting And Trafficking API

9. Click the API Manager link to open the APl Manager page. The APl Manager will

turn on the Google Calendar API.

APl Manager Page

Library

Google APls

Q. Search all 100+ APIs

Popular APIs

q Google Cloud APls

Compute Engine API

BigQuery AP1
Cloud Storage Service
Cloud Datastore API
Cloud Deployment Manager APl
Cloud DNS APl

More

Google Maps APls
Google Maps Android AP

Google Cloud Machine Learning
Vision API

Matural Language API
Speech API

Translation API

Machine Learning Engine API

G Suite APls
M Drive API

Google Maps SDK for i0S
Google Maps JavaScript API Gmail API
Google Places API for Android Sheets API
Google Places API for i0S Google Apps Marketplace SDK
Google Maps Roads API Admin SDK
More ¥ Maore

10. Click the Calendar API link to enable the API.
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Starting the APl Web Service

API APIs & services

<%+  Dashboard

EE

Library

O Credentials

& Google Calendar API

About this API

The Google Calendar APl lets you manage your calendars and events.

Using credentials with this API

Accessing user data with OAuth 2.0
You can access user data with this API. On the Credentials page, create an|
can access user data. Include that client D when making your API call to

P ENABLE

APl Web Service — Enabling

& Google Calendar API

About this API

Using credentials with this API
Accessing user data with OAuth 2.0

The Google Calendar AP lets you manage your calendars and events.

You can access user data with this API. On the Credentials page, create an OAuth
2.0 client ID. A client ID requests user consent so that your app can access user
data. Include that client ID when making your API call to Google. Learn more

APl Web Service — Enabled

= Google APls| @ Fusionintegration ~

Dashboard

-
-

EE

Library

Overview Quotas
Credentials

?

About this API

All APl versions «

API APIs & services & Google Calendar API

To use this API, you may need credentials. Click "Create credentials" to get started.

All API credentials ~ All APl methods ~

Traffic By response code -

Requests/sec (1 min average)

B DISABLE

11. Click Enable to start the Google Calendar APl web service. Once the web service is
enabled, the button name changes to Disable.
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Set Up Security

This section provides information on how to set up security.

1. Reopen the Google Developers Console menu using the process described in the
“Activate the Google Calendar API for the Domain” section on page 2.

Create Credentials Link

Go g|e APls Fusionintegration ~

.
<  Dashboard Credentials

Library

EE

or  Credentials

API APIs & services Credentials

OAuth consent screen Domain verification

APIs
Credentials

You need credentials to access APIs. Enable the APIs you plan to

use and then create the ¢ als they require. Depending on the
AP, you need an AP key, a service account, or an OAuth 2.0 client
1D. Refer to the APl documentation for details

Create credentials ~

2. Click the Create credentials link to open the Credentials page.

Credentials Page

APIs
Credentials

You need credentials to access APIs. Enable the APIs you plan to
use and then create the credentials they require. Depending on the
AP, you need an API key, a service account, or an QAuth 2.0 client
|D. Refer to the API documentation for details.

Create credentials ~

APl key
dentifies your project using a simple AP key to check quota and access

Oduth client ID
Requests user consent so your app can access the user's data

Service account key
Enables server-to-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

3. From the Credentials page, the user can access the service accounts that
Crestron Fusion will use to access the Google Calendar API. Click the Service
account key link to open the Service accounts page.
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Service Accounts Page — Service Accounts Do Not Exist

I CREATE SERVICE ACCOUNT l

Service Accounts +8 PERMISSIONS

Service accounts for project “Fusionintegration®

300gle. Leam more

Service account name -~ Service account ID Key ID

4. |If a service account has not been created or if a service account is needed, click
Create Service Account to open the Create service account key form. A service
account can now be created for Crestron Fusion.

Create Service Account Key Form

API APIs & services & Create service account key
<%  Dashboard
Service account
w ary
w Library New service account -
O  Credentials

Service account name

Role

Service account ID

fusionintegration-180412.iam.gs

Select a role

Selected

Project

Organization Policy
Reserve Partner
Resource Manager

Roles

Manage roles

3
Key type Owner
App Engine
: PP Eng P Editer
Billin
o ' Viewer
JS0N Cloud AP b
Recammended Browser
Cloud Scheduler
® M2 ' Service Account Actor
For backward compatibility with code using the P12 format Cloud Security Scanner b
Cloud Tasks 4
Cancel
Error Reporting 3
1AM b
Logging »
3
3
3
3

Enter a name for the service account in the Service account name field.

From the Role field, click the Select a role drop-down list and then click Project

and Service Account Actor.

Service Accounts Page - Service Accounts Exist

Service Accounts

Service account name =

=3 FusionjServiceAcct

Service accounts for project “Fusionintegration®

CREATE SERVICE ACCOUNT

Service account ID

fuzionjse:

+2 PERMISSIONS

xgle. Leam more

8 e Configuring Crestron Fusion SW with Google Calendar App: EMP
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If a service account is already available,

move to the next step.
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Create Private Key Form

Create private key for "FusionServiceAcct”
Downloads a file that contains the public/private key pair. Store the file securely

because this key can't be recovered if lost

Key type

——ah—
Recommended

@ P12

For backward compatibility with code using the P12 format

8. Click the P12 key type and then click Create to open the file download page.

NOTE: The JSON key does not work with Crestron Fusion and should not be used.

Save P12 Key Type File Download Page

Opening Fusionlntegration-24770314f34b.p12 oS

You have chosen to open:

7| FusionIntegration-24770314§34b.p12

which is: P12 file (2.4 KB)|
from: blob:

What should Firefox do with this file?

©) Open with | Notepad (defaul) -

@ Save File

[T De this automatically for files like this from now on.

[0 ] [conce

9. Click Save File to save the key file in a local storage folder. Note the name of the
folder for later use.

10. Click OK to open the key creation confirmation form.

11. Return to the Service accounts page.
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IAM & Admin Menu

= Google APls Fusionintergration -
API  APls & services >
& Billing
L]
T Support
®  Getting Started

Q@

1AM & admin > 1AM

Identity
Quotas

Service accounts

Labels
Settings

Encryption keys

Identity-Aware Proxy

Roles

Manage resources

12. Click IAM & admin and then click Service accounts.

Service Account Menu Icon

Service Accounts

Q, Find a service account

' Service account name ~

~ #3 FusionjServiceAcct

CREATE SERVICE ACCOUNT

W@ DELETE +2 PERMISSIONS

Service accounts for project "Fusionlntegration”

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more

Service account ID

usionjserviceacci@fusionintegration-180412 iam_gserviceaccount.com

Key ID

€5a513302d7c27714e79a9d6813da9c9816411a7

13. Note the email address of the service account that Crestron Fusion will use to
access the Google Calendar API. The email address is used in a later step.
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Share Room Accounts with Service Account

This section provides information on how to share room accounts with the service account.

NOTE: Impersonation can be used (if preferred) rather than sharing accounts. Refer to
"Appendix B: Using Impersonation in Google Calendar API” on page 34.

1. Navigate to Google.com using a Google Chrome or Firefox browser.

Google.com Sign In

€ ) ) @ | https//www.google.com/Tgws._rd=ss| ¢ || Q search w B + & O =

Matthew Mail Images  i5% o.

This account is managed by crestron.mygbiz.com
Learn more

Matthew Techman
mtechman@crestron mygbiz.com

Privacy

Add account Sign out

Google

2. Verify if a green circled icon appears in the upper right-hand corner. If so, click the
icon and verify if the current account in use is the administrator account noted in
the “Initial Setup” section on page 1.

e Ifitis not an administrator account, click Sign out and move to step 3.

e Ifitis an administrator account, move to step 5 and sign in with your Google

account.
@

wBa O 3 4 @ =

3. Click Sign in to sign in as an administrator.

Account Sign In

. EEE
Gmail Images ===
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Select an Administrator Account

Google
Choose an account

Paul Neary
pneary@crestron.mygbiz.com

Matthew Techman
mtechman @creslron -myg biz.com

>

RoomView2 Services
vserv@crestron.mygbiz.com

D®D

Add account Remove

4. From the list, select the administrator account noted in the “Initial Setup” section on
page 1.

Account Sign In Screen

Sign in with your Google Account

Matthew Techman
mtechman@crestron. mygbiz com

ssssesee

Need help?

Sign in with a different account

5. From the Sign in with your Google Account section, enter your password and
click Sign in.

Grid lcon

Matthew Mail Images EEE o @‘

6. Once logged in, click the grid icon to open the Google Application menu.

Calendar lcon

Calendar

7. Click the Calendar icon to open the Google Calendar application.

12 e Configuring Crestron Fusion SW with Google Calendar App: EMP Integration Guide — DOC. 7886E



Integration Guide — DOC. 7886E

Google Calendar Application

\ (' ) (0 @ | hitps://calendar.google.com/calendar/render?tab=wcBipli=1¥main_7

Google

Search Calendar

Q Search ﬁ' E 4+ @ e =

Matthew

w0 @

Calendar < > Feb 7 —13, 2016 Day Week Month 4Days Agenda  More v *-
Sun 217 Mon 212 Tue 219 Wed 2110 Thu 2111 Fri 2112 Sat 213
GNT-05
~ February 2016 “o 10am i
SMTWTF S
311 2 3 4 5 6
1
78 9 10[n]12 13 o
14 15 16 17 18 19 20
21 22 23 24 25 26 27 12pm
2829 1 2 3 4 §
5 7 8 9 10 11 12 1om
= My calendars =1,
Matthew Techman 2pm
Google Calendar Application - Settings
Search Calendar n Matthew 555 @ @
< > Feb 7 - 13, 2016 Day Week Month 4Days Agenda More *
Sun 217 Mon 2/ Tue 2/9 Wed 210 Thu 2111 Display Density:
GMT-05
Comfortable
10am
Cozy
11am + Compact
12pm Settings
Help
1pm
P Labs
Z2pm
P Send feedback
3pm |"|

8. Click the gear icon, and then click Settings to open the Calendar Settings page.
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Calendar Settings Page

) Crestron Electronics, Inc. - Cale.. \+

('. i) @ | https://calendar.google.com/calendar/render#settings-cale C || Q search w B8 3y A O
GO gle Search Calendar n Mathew 35 @) @
Calendar Settings

General Calendars Mobile Setup Labs

« Back to calendar

My Calendars Calendars | can view and modify

CALENDAR SHOWINLIST  yoribicATIONS  SHARING
all none
= Matthew Techman Edit notifications M
settings
Birthdays
Displays birthdays of people in Google Contacts and optionally our Circles” &

from Google+. Also displays anniversary and other event dates from Google
Contacts, if applicable.

= : Edi )
Cenference Room 201 Edit notifications Shalred Edit Unsubscribe
settings
= Techman Room Resource 001 Edit notifications M Unsubscribe
- =  settings
™ Techman Room Resource 002 Edit notifications M Unsubscribe
- = settings
= Techman Room Resource 003 Edit notifications M Unsubscribe
- = settings
™ Tasks
Create new calendar Unsubscribe: You will no longer have access to the calendar. Other people can still use
Import calendar Export calendars normally.
) Browse interesting calendars
Other Calendars Calendars | can only view
CALENDAR SHOWINUIST  yomipications
all none
= GApps-Cal Admin Release Edit notifications Unsubscribe

Google Apps feature releases forthe Admin console, tools, and APIs.

9. Click the Calendars link to view the room calendars.

10. Review the room calendars to integrate with Crestron Fusion. There should be a
calendar for each physical room to be integrated with Crestron Fusion.

11. If no room calendars are shown or more are needed, refer to “Appendix A: Creating
Room Resources” on page 31, for more information.

NOTE: Typically, room calendars are shared with the service account, as discussed in the
“Set up Security” section on page 7. However, some customers prefer to allow the service
account to impersonate a user with elevated privileges. If impersonation is needed, refer to
“Appendix B: Using Impersonation in Google Calendar API” on page 31 and skip step 5 in
that section.
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Room Details Page — Roorn Calendar Sharing

GO g|e Search Calendar “ Matthew 5 € @
Conference Room 201 Details

Calendar Details| Share this Calendar | Edit notifications Trash
« Back to calendar

[[] Share this calendar with others
WMake this calendar public Learn more See all event details

Share this calendar with everyone in the organization Crestron Electronics, Inc. | See all event details

Share with specific people

Person Permission Settings '2 Remave
- - Make changes to events -

1218.iam.gsenviceaccount.com Add Person

mtechman@crestron.mygbiz.com Make changes AND manage sharing

"Conference Room 201"

<crestron.mygbiz.com_3133373936303433353339@resource.calendar.google.com> Make changes to events v m

« Back to calendar | Save

12. To share calendars with the service accounts that Crestron Fusion will use to
access the Google Calendar API, complete the steps below on each room calendar
to be integrated with Crestron Fusion:

a. Click the room name link to open the Room Details page.
b. Click the Share this Calendar link to open the sharing area.

c. Enter the service account e-mail address (from the “Set up Security” section on
page 7) into the Person field, from the Share with specific people section.

d. Click Make changes to events from the Permission Settings drop-down list.

e. Click Add Person. Note down the e-mail address of the room which will be
used later in this document.

f.  Click Save.
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Set Up Crestron Fusion to Access the Google Calendar API

This section describes how to configure Crestron Fusion to access the Google Calendar
API. The system-wide security settings will be configured using data from the “Configure the
Google Calendar API” section on page 2. This section also includes instructions on how to
link a room represented by Crestron Fusion to a Google Calendar.

Upload a Private Key
This section provides information on how to upload a private key.

1. Navigate to the Crestron Fusion Configuration Web Client.

Crestron Fusion Configuration Web Client — Settings: Google Form

Bl = '\I "=
Crestron Fusion
———
[N SR BE—
l Soryedy l Coenflguration l Backlin A
- i Sarvica hoosunt Nama
EMErd
Log Currently Loaded Key
T k:':ﬂ?_::l::i:" — Uieda adl Maw Ky Mo e selected,
Daming Goopgle Toker Timacut ;3660 {seconds)
Exteriial Gopghe AF[ Roof URL. hitps:fiwwwe, googicaps.oomy calendar'v3
u-m-p. Googhe Custh Audhence: WIPS! | a000uNLS. Googe. corm ol oauith 2, token
Micros Gaoghe Oluth Soope hitps:f fvwven.googieaps. comy authy calendar
Microsoft Exchange
R2%
PinPoemn
Forvarding
Wweb
SMTF
Media
AF1
Advanced
Al

2. Click Scheduling and then click Google to open the Settings: Google form.
3. Click Browse to open the File Upload dialog box.
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File Upload Dialog Box with Key File

@ File Upload

OQ | . v Computer » O3 b keys '|‘f|| Search keys L

Organize Mew folder ==« i @

0 Favorites
Bl Desktop
& Downloads

Y
= Recent Places

B Desktop
= Libraries
@ Docurnents
J’ Music
[&=] Pictures
=il Subversion
B videns

4.

Marme Date modified Type Size

7| FusionIntegration-8b9caBe¥56cd,pl2 2f11/2016 8:48 PR P12 File KB

m

=

File name: FusionIntegration-8b9cafeS6cd.pl2 - [»"3«” Files {**) ']

I[ Dpen l Cancel l

Navigate to the location where the key file was stored. Locate and select the private
key file, and then click Open.

Settings: Google Form

L S

Service Account Name: fusionserviceahct@fusionintegraﬁon- 1218.iam.gserviceaccount..
Currently Loaded Key:

Upload Mew Key: Fusicnlntegration-2b9ca8ers6cd pl2

Google Token Timeout : 2660 (seconds)

Google API Root URL:  hitps: /fwww . googleapis .com/calendar /3

Google Dauth sudience: htips:/faccounts.google .com/o/oauth2/token

Google Oauth Scope:  hitdps:/ fwww .googleapis .com/authfcalendar

5.

6.

Enter the Service Account email address in the Service Account Name field that
was entered in step 13 on page 10.

Click Save.
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Configure Rooms in Crestron Fusion to Use Google Calendar API

This section provides information on how to configure rooms in Crestron Fusion to use the
Google Calendar API.

1. Do the following for each room represented by a Google calendar.

Crestron Fusion Setup Web Client

Crestron Fusion

—

[ # Security I utility Pricing - " + Add - “ & Symbel Discover @ Apply Attributes " Edit i Delete

Rockleigh Type ~ Name

# Un-associated Objects
1 Mode Rockleigh

a. Navigate to the Crestron Fusion Setup Web Client, select the node, and then
add the room.

e Click the Add drop-down list (if the room has not been created), and then
click Add Room.

e Click the Room node if the room has already been created.

Room Details Tab

(@ Edit - Room - 'Conference Room 201’

[ Room Details ] Scheduling Details I Address I Custom Properties I Symbols I Assets I Actions I People .

Alias: Lookup Room Name
Name: [Conference Room 201 *
Description:
Server Group:  Default Group - ¥
Location
Time Zone:  (UTC-05:00) Eastern Time (US & Canada) -

eControl URL:  http://

WebCam URL:  htp://

r Inherit Geographic Coordinates

* denotes a required field

Save & Close Close
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b. Complete the first page of the Room Details tab, if adding a new room.
Scheauling Details Tab

% Edit - Room - "Conference Room 201"

7 N
Scheduling Details Address ] Custom Properties I Symbols I Assets I Actions I People -
l Server Access: Google - l

Calendar Email Address: crestron.myghiz.com_shkkznvh7elipgs70m1c4hddis@group.calendar. google_.com =

Verify Mailbox Setting

c. Click the Scheduling Details tab, and then click Google from the Server
Access drop-down list.

d. Enter the email address of the first room entered.

Verify Mailbox Setting

% Edit - Room - "Conference Room 201"

| Room Details I Scheduling Details I Address I Custom Properties I Symbols I Assets I Actions I People -

Server Access: Google -
Calendar Email Address: crestron.mygbiz.com_shkk2nvh7e1ipg670m1c4hddis@group.calendar.google.com S
Verify Mailbox Setting

e. Click Verify Mailbox Setting to ensure the room is configured for proper
integration with Crestron Fusion.

If the room is configured properly, the Verify Mailbox Setting message box
displays.
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Verify Mailbox Setting Message Box

(@ Edit - Room - 'Conference Room 201"

| Room Details I Scheduling Details I Address I Custom Properties I Symbols I Assets I Actions T People -

Server Access: Google -

Calendar Email Address: crestron.mygbiz.com_shkk2nvh7e1ipge70m1c4hddis@group.calendar.google.com -

Verify Mailbox Setting

Verify Mailbox Setting x

The mailbox settings were successfully
verified.

ok
__J

f.  Click OK.

Room Details Tab

P Edit - Room - 'Conference Room 201"

l Room Details I Scheduling Details I Address I Custom Properties I Symbols I Assets I Actions T People _

Alias: Lookup Room Name

Name: Conference Room 201 *

Main Meeting Room for Rnd Floor

Description:
Server Croup:  Default Group - ¥ =
Location:
Time Zone: (UTC-05:00) Eastern Time (US & Canada) -

eControl URL:  http://

WebCam URL:  http://

B Inherit Geographic Coordinates 2

* denotes a required field

Save & Close Close

2. Click the Room Details tab. If creating a new room, fill in the required fields (shown
with red asterisks).

3. Repeat the above steps for the remaining room email addresses entered on
page 15.

4. Click Save & Close after adding email addresses for the rooms.

Perform a test of the synchronization between the Google and Crestron Fusion
calendars as follows:
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Administrator Sign In

& (@ @ | nttps//www.google.com/Tgws_rd=ss| ¢ || Q search wBE U 3+ A =

Matthew Mail Images 358 o @

This account is managed by crestron.mygbiz.com

Learn more
Matthew Techman
mtechman@crestron.mygbiz.com
Privacy
G |
g Add account Sign out

a. Navigate to Google.com and sign in as an Administrator. Refer to the “Initial
Setup” section on page 1.

Grid lcon
Matthew Mail Images = 328 o @‘

b. Click the grid icon to open the Google Application menu.

Calendar lcon

Calendar

c. Click the Galendar icon to open the Google Calendar page.

Google Calendar Page
s
/l' Crestran Electronics, Inc. - ... x\+
(' | (0 @ | https;//calendar.google.com/calendar/renderftab=wc#main_7 [ Q 5
GO g|e Search Calendar
Calendar < 2> Feb 7-13. 2016
CREATE v Sun 27 Mon 2/2 Tue 2/ \Wed 210
GWT-05
+ February 2016 <> 5am
S MTWT F 8
112 34 5 6 fam
7 8 9 10 11[12]12
14 15 16 17 18 19 20 7
21 22 23 24 25 26 27 am
2829 1 2 3 4 5
6 7 & 9 10 1112 gam
- M lend -
y calendars v 9am
Watthew Techman
" Conference Room 201

d. Select one room created in the previous section. This will display the Room’s
calendar in the Ul
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e.
form.

Add Meeting Form

Double-click any time slot (after the current time) to open the Add Meeting

Google

Search Calendar

Test Meeting 001

+

2/12/2016 10:00am to 11:00am 2/12/2016 Time zone

[ All day [] Repeat...

Event details

Where Enter a location

Video call M Join meeting: crestron-mygbiz

Change name | Remave

Calendar Conference Room 201

f.
Booked Meeting on Google Client Calendar

Enter a title for the meeting and then click Save.

- February 2016 <

sMTwTF st =AM
912 3 4 5 6
7 8 9 10 M[12]13  10am

14 15 16 17 18 19 20
21 22 23 24 25 26 27

A1am

GO gle Search Calendar n Matthew
Added Test Meeting 001 on Fri Feb 12, 2016 at 10am. Undo
Calendar < » Feb 7-13, 2016 Day Week Month 4Days Agend
CREATE ¥ Sun 217 Maon 2/8 Tue 2/9 Wed 210 Thu 2/11 Fri 2112

10— 1
Test Meeting 001

g. A message indicating the meeting was created should appear along with the

meeting displayed on the room’s calendar.

Crestron Fusion Web Client Menu - RoomView® Monitoring

Configuration &
Setup =

Online Help &
About?

Energy Management &

+

Reports & Analytics M

link.
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Open the Crestron Fusion Web Client and click the RoomView® Monitoring
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Crestron Fusion Calendar Showing Meeting

Crestron Fusion

1]
Apply Action -
B Root

] Rockleigh

B [Conference Room 201

[ My RoomView "I Fusion InSite "l Assets "I Rooms "I Schedule ] ‘WebCam "l e-Control

Select room and click on your reservation to setup equipment for automatic startup.
ee Switch view: [ Today H Go To ] l Week View ” Month View H Add Meeting

Friday, February 12, 2016

\ﬂﬂonferen(e Room 201 (Test Meeting 001) (10:00 AM - 11:00 AM)

i.  From the Schedule tab, select the room and the date the meeting is
scheduled. The meeting created in step f above should appear on the Crestron
Fusion calendar.

j. Double-click the meeting.

Meeting Details Tab

Name: I‘I’est Meeting 001 | =
Location: | |
Time Zone: |(UTC-05:00) Eastern Time (US & Canada) v|
Start Date/Time: 2/12/2016 | 10:00 AM | *
End Date/Time: 2/12/2016 | 11:00 AM |
Recurrence: None
Description: -
] b
Save & Close Delete Close

I Meeting Details Presets Rooms People Recurrence Capture -

k. From the Meeting Details tab, verify the meeting times (Name,
Start Date/Time and End Date/Time).
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Create New Meeting

Meeting Details Presets

Rooms

People

Recurrence Capture

MName: Test Meeting 002

Location:

Time Zone: (UTC-05:00) Eastern Time (US & Canada)

Start Date/Time: 2/12/2016

11:00 AM

End Date/Time: 2/12/2016

Recurrence:

11:30 AM

Description:

Save & Close

Close

I.  After the meeting is set by the Google Calendar, create a meeting in Crestron

Fusion.

Google Calendar Showing Meeting Created in Crestron Fusion

= February 2016
SMTWT
11 2 3 4

>
5 9am
6

78 9101 13 10am
0
27

»

=
ml‘.ﬂ'ﬂ -~

14 15 16 17 18 19 2
21 22 23 24 25 28
2829 1 2 3 4 5§
6 7 8 9 10 11 12

Mam

==
T Crestron Electronics, Inc. - ... x\+

o
(. (i) @ | https://calendar.google.com/calendar/render?tab=wcemain_7 & || Q Search B 3 & O =
.

GO gle Search Calendar n Mathew I @ @

Calendar < > Feb 7 - 13, 2016 Day Week Month 4Days Agenda  More v Q -

Sun 27 Maon 2/8 Tue 219 Wed 2/10 Thu 2M11 Fri2n2 Batzi13

GNT-05

m. Navigate back to the Google Calendar. The meeting created in Crestron Fusion
should appear on the Google Calendar below the meeting created in step f.
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Appendix A: Creating Room Resources

This section provides information on how to create room resources in Crestron Fusion.

1. Navigate to Google.com.

Google.com Sign In Page
,‘". G Google X\+
i) @ | https://uww.google.com/Tgws_rd=ssl c Q, Search ﬁ E ‘ ‘ﬁ* 9 =
Matthew Mail Images 538 o @
This account is managed by crestron.mygbiz.com Googl
Learn more (mtec

Matthew Techman
mtechman(@crestron.mygbiz_.com

Privacy

Add account Sign out

Google

Google Search I'm Feeling Lucky

2. Sign in as an Administrator.

Grid lcon

Matthew Mail Images 388 o @‘

3. Click the grid icon to open the Google Application menu.

Admin lcon

O

Admin

4. Click the Admin icon to open the Google Console menu.
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Google Console Menu

i) @ | https://admin.google.com/AdminHome|

Google

crestron.mygbiz.com

* Home

- Users

&1 Company profile
B Billing

M  Reporis

& Apps

5. Click Apps to open the Apps page.
Google Apps Page

Google Admin Q, Search for users, groups, and settings (e.g. add domain)

Apps

APPS SETTINGS

Marketplace settings n

8

G Suite

Gmail, Calendar, Drive & more

These services are govemed by your G Suite

agresment.

~
7
56

Additional Google services

Elogging, photos, video, social tools
and more

Theae services are not governed by your G Suite
agreement, and other terms apply. Learn more

6. Click G Suite.
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Google Apps Page - Calendar Link

Google

= Apps > Google Apps +
Services a Status
Cslenclag On for everyone
> Organize your schedule and share events with friends y

Matthew

T 0

7. Click the Calendar link to open the Settings for Calendar page.
Settings for Calendar Page

= Calendar

Bryone

wogoogle. camyoal sied orestron myghiz com

3 100%

Active users in fast 7 days Percent of users using this application

Sharing settings

Siet glabal sharing policies for users primary calendara

Resources

Define rescurces that are available for users to schedule on their calendars, such as meeting roomes
wojectors, company cars, or ciher shared equipment
proy f b

General settings

Customize your Google Catendar web address. Configure external shanng policies

8. Click Resources to open the Resources page.
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Resources Page

Go g|e Matthew 353 @

= Apps > Google Apps > Settings for Calendar A (7] s
~ Resources

Resource booking Allow users to book resources that are shared as "See only free/busy” (7]
permissions

You can create resources users can schedule in their calendar such as conference rooms or projectors.
See here how to add/manage resources to your calendar.
See here how to allow users in your domain to book resources.

DELETE RESOURCE(S)

[0 Resource Name Resource type Description

[0 GCROOOIFSG ConfRoom Google Mail Conference Room #1 for FSG

9. Click Create a new resource to create a new room resource.

Resources Page - Configuring a Room Resource

Google 8] waren 5 (@)

= Apps » Google Apps » Settings for Calendar

~ Resources

« Bock io Resources

Create Resource
Fields marked [ * | are required

Resourca Nam®
Conference Reom 201

Resaurcs type

ConlFoom

Descrigtion

DISCARD SAVE

10. Enter a Resource Name and Resource type (room name and type.) Typically the
room type is ConfRoom, but any name will work.

11. Click Save. If the configuration is successful, the room is listed on the Settings for
Calendar page.
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Settings for Calendar Page — Room Resource List

= Apps > Google Apps » Settings for Calendar A
[0 oGCcrooo2 ConfRoom Google Mail Conference Room 0002
O ocCcroool ConfRoom Google Mail Conference Room 0001
[J o©CRrooO1QE ConfRoom Google Mail Conference Room #1 for QE
[ Techman Room Resource 001 ConfRoom Testing Room
[0 Techman Room Resource 003 ConfRoom
[0 Techman Room Resource 002 ConfRoom
[0 conference Room 2011 ConfRoom

12. Click the newly created room resource to display the room details (including the
email address.)

Room Details Displayed

~ Resources

« Back to Resources

Edit Resource
Fields marked ( * ) are required

Resource Name*

Conference Room 201

Resource type
ConfRoom

(Examples: conference room or projector)

Description

Email address
crestron.mygbiz.com_3133373936303433353339@ lend gle.com

Use this email address to access this resource in calendar.
Resource identifier

13796043539

Use this identifier to access this resource from the APL.

All administrators can manage this resource by signing in to their own calendars. @

13. Note the email address of the room resource. This will be used to create a
calendar.

Grid lcon

Matthew Mail Images = =22 o @

14. Click the grid icon.
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Calendar lcon

Calendar

15. Click the Calendar icon.

Gear lcon and Google Calendar Settings Link

vathew 3 © @

Day Week Month 4 Days Agenda More « 0'

Fri 2112 Display Density:

Comfortable
Cozy
v" Compact

Settings
Help
Labs

Send feedback

16. Click the gear icon and then click Settings to open the Calendar Settings page.

30 e Configuring Crestron Fusion SW with Google Calendar App: EMP Integration Guide — DOC. 7886E



Calendar Settings Page

Calendar Settings
General Maobile Setup Labs

« Back to calendar
My Calendars Calendars | can view and modify

CALENDAR

= Matthew Techman
H Birthdays

T Techman Room Resource 001

T Techman Room Resource 002

™ Techman Room Resource 003

™ Tasks

(W CE G VR IELLETS  Import calendar Export calendars

17. Click the Calendars tab and then click Create new calendar.

Calendar Sharing Detail Form

Share with specific people
Person Permission Settings 2/ Remove
Make changes to events -

\, Add Person

miechman@crestron.mygbiz.com

crestron.mygbiz_com administrators have "Make changes AND manage sharing” access to all calendars in Make changes AND manage sharing

the domain

crestron.mygbiz.com_3133373936303433353339@resource.calendar.google.com Make changes to events - w

18. Enter the e-mail address noted in step 13 above, in the Person field.
19. Select Make changes to events, from the Permission Settings drop-down list,
20. Click Add Person.
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Create New Calendar Form

Create New Calendar
Calendar Details

« Back to calendar[ Create Calendar ” Cancel ]

Calendar Name: Conference Room 201

Organization: Crestron Electronics, Inc.

Description:

Location: e.g. "San Francisco” or "Mew York™ or "USA" Specifying a general location will help people find events on your

calendar (if it's public)

Calendar Time Zone: Country:  United States v

Please first selecta country to select  (choose a different country to see other time zones)
the right set offime zones. To see all

time zones, check the boxinstead.  pow select a time zone:  (GMT-05:00) Eastern Time + [7] Display all ime zones

21. Enter the name of the room resource into the Calendar Name field. If needed, set
the calendar time zone.

22. Click Create Calendar.

Grid lcon

Matthew Mail Images = iii o @‘

23. Click the grid icon to confirm successful creation of the room resource calendar.

Calendar Settings Page
Search Calendar “ Matthew Ei @ @
L4 > Feb 7 — 13, 2016 Day Week Month 4Days Agenda More *
Sun 217 Mon 2/ Tue 2/9 Wed 2110 Thu 2111 Display Density:
GMT-05
Comfortable
10am
Cozy
11am v’ Compact
12pm Settings
Help
1pm
P Labs
2
pm Send feedback
3pm |—|

24. Click the gear icon and then click Settings to open the Calendar Settings page.
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Calendars Settings

Calendar Settings

General Calendars Mobile Setup Labs

b}
« Back to ca[endar[ Save ] [ Cancel ]

Language: English (US) v

25. Click the Calendars link to open the Calendar Settings room list.

Calendar Settings Room List

Calendar Settings
General Calendars Mobile Setup Labs

« Back to calendar

My Calendars Calendars | can view and madify

CALENDAR SHOWINLIST  yomipicATIONS — SHARING
all none
T Matthew Techman Edit notifications M
settings

=2 Birthdavs
Displays birthdays of people in Google Contacts and optionally Your Circles’ al
from Google+. Also displays anniversary and other event dates from Google ;
Contacts, if applicable,
™ Conference Room 201 ™ Edit notifications M Unsubscribe

. = seftfings

26. Locate the newly created calendar for the room resource in the list.
a. Ifthe room is listed, the room resource creation was successful.

b. If the room is not listed, review the steps in this section of the document.
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Appendix B: Using Impersonation in Google Calendar API

Some customers may not want to use the opt-in model where the room shares the
calendar with the service account. Instead, a second configuration option is available that
will allow the service account (used by Crestron Fusion) to access the Google Calendar API
to use the identity of another account.

Typically, the account that the service account impersonates has elevated privileges. With
elevated privileges, the account being impersonated can read and write to the room
calendar that is being shared.

NOTE: For impersonation, it is not necessary to complete the “Share Room Accounts with
Service Account” section on page 11 and should be avoided.

To configure impersonation, do the following:

1. Open the Google API Console menu using the process described in the “Activate
the Google Calendar API for the Domain” section on page 2.

Permissions Link

| T Calendar API - test x '_ 4+
+ & htt or e.developers.google.com
{» Google

f# Home

API APl Manager
Billing
g Cloud Launcher

Permissions

2. Click the Permissions link to open the Permissions page. The user can access the
service accounts Crestron Fusion will use to access the Google Calendar API.
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Google Developers Console

Google Developers Console

- Permissions

Permissions  Service accounts  User accounts  GCP Privacy & Security

Permissions for project "Fusionintegration”

Changes to these permissions affect your entire project and all resources that
belong to the project. Add people, domains, groups, or service accounts to your
project to grant them role-based access

LRGN ael | Remove . Search for users, groups, service accounts and domains

Editor Edit access to all resources

Owner Full access to all resources.

3. Click the Service accounts link to display the services accounts list.

Service Accounts List

Google Developers Console

am Permissions

Permissions  Service accounts  Useraccounts  GCP Privacy & Security

& service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google:

Create service account [N -, Find a service account +3 Permissions

Service account ~ Email address

3 FusionServiceAcct fusionserviceacet@fusionintegration-1218.lam.geerviceaccountcom  8b9caBe756c0ff2dBI016e5226b64%9acy13c2c4d Feb 11,2016 DwD
0dB67caab73be5c721747045115d59147aad4391 Feb 11,2016 View Client ID

4. Click the View Client ID link to open the Credentials form. The View Client ID
contains the service account that will use impersonation.
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Credentials Form

Credentials

Lo Download JSON Delete

Client ID for Service account client

& Service account clients are created when domain-wide delegation is
enabled on a service account.

Client ID 106100277412300521421

Service account FusionServiceAcot
Creation date Feb 11, 2016, 10:11:00 PM

Name

Client for fusionserviceacct

()

Manage service accounts

fusionserviceacct@fusionintegration-1218.iam.gserviceaccount.com

5. Note the Client ID for use in a later step, and then click Cancel.

6. Navigate to Google.com and sign in as an Administrator.

Google API Console - Sign in Page

Yy
& Google

FS

x\ —

P

) @ | https://www.google.com/Tgws_rd=ss| @ || Q search

Matthew  Mail Images o @

Thiz account is managed by crestron.mygbiz.com

Learn more

Add account

Google

wBe 93 4

Googl
(mtec

Matthew Techman
mtechman@crestron.mygbiz.com

Privacy

Sign out
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7. Click the grid icon located at the top of the page.

Admin lcon

O

Admin

8. Click the Admin icon to open the Admin console menu.
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Admin Console Menu

Admin console

Security Link

& (O @ | hitps://admin.google.com/AdminHome?

Google

crestron.mygbiz.com

.1 Home

Users

@1 Company profile

B  Billing

B  Reports

s Apps

£ Groups

L  Device management

&  Security

9. Click the Security link to open the Security form.
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Security Form

Security

crestron.mygbiz.com

Basic settings

Set password strength policies, enforce 2-step verification.

Password menitoring

Monitor the password strength by user.

AP reference

Enable APls to programmatically manage provisioning, reporting, or migration via custom-built or
third-party applications.

Set up single sign-on (SSQ)

Setup user authentication for web based applications (like Gmail or Calendar).

Show more

10. Click the Show more link.
Advanced Settings Link

Basic settings

Set password strength policies, enforce 2-step verification.

Password monitoring

Monitor the password strength by user.

APl reference

Enable APls to programmatically manage provisioning, reporting, er migration via custom-built or
third-party applications.

Set up single sign-on (SS0)

Setup user authentication for web based applications (like Gmail or Calendar).

Advanced settings

Manage advanced security features such as authentication, and integrating Google Apps with internal
services.

11. Click the Advanced settings link.
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Manage API Client Access Link

~ Advanced settings

Authentication Manage OAuth domain key
Allows admins to access all user data without needing login credentials. 2]

Federated Login using OpeniD
Allows users to sign-in to 3rd party websites using their crestron.mygbiz.com account, without giving
away their credentials.

Manage API client access
Allows admins to control access to user data by applications that use OAuth protocol.

12. Click the Manage API client access link to open the Manage API client access
page.

Manage AP/ Client Access Page

Manage API client access

Developers can register their web applications and other API clients with Google to enable access to data in Google senices like Calendar. You can authorize these registered

Authorized API clients The following AP client domains are registered with Google and authorized to access data for your users.
Client Mame One or More AP| Scopes

16100277412300521421 https:/fwavww.googleapis.com/auth/calendar | Authorize

Example: www example_com Example: http:/fwww.google.com/calendar/feeds/ (comma-delimited)

13. Enter the following:
e Client Name: Enter the Service Account Name from the Credentials form.

¢ One or More API Scopes: Enter the following URL:
https://www.googleapis.com/auth/calendar.

14. Click Authorize.

Manage API Client Access Page Displaying Service Accounts

Manage API client access

Developers can register their web applications and other API clients with Google to enable access to data in Google senices like Calendar. You can authorize these registered clients

Authorized API clients The following AP client domains are registered with Google and authorized to access data for your users.
Client Name Cne or More APl Scopes

\ Authorize
Example: www.example.com Example: http://www.google.com/calendarfeeds/ (comma-delimited)
993169428491.apps.googleusercontent.com Calendar (Read Write) https://www.googleapis.com/auth/calendar
106100277412300521421 Calendar (Read-Write) https://www.googleapis.com/auth/calendar

15. Confirm that the service account was added to the list. At this point the service
account is authorized to access any account.
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https://www.googleapis.com/auth/calendar

Crestron Fusion Web Client - Configuration

®

RoomView® Monitoring &

Energy Management &

Reports & Analytics & Online Help &
About'?

16. Open the Crestron Fusion Web Client and click Gonfiguration to open the
Configuration page.

Conlfiguration Page

Crestron Fusion
I

Servers Configuration Backfill Name

General
Log

E5 Scheduling
PinPaint
Forwarding
Web
SMTP
Media
APl
Advanced

ActionLookaheadMinutes

AllowBadCertificates

AllowDuplicateAlias

APIEnabled

APIEncryption

APIPasscode

APISecurity

APITokenTimeout

AssetStubColor

AutoDiscoveryList

Add

17. Click All from the tree menu and then click Add to open the Add Config Entry
window.
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Google API Sign In Page

h Matthew =2 @) @

Thiz account is managed by crestron.mygbiz.com.
Learn mare

Matthew Techman
mtechman@crestron.mygbiz.com
Privacy

Add account Sign out

18. Determine the user account to be used for impersonation. Typically the admin
account is used. However, an account with elevated privileges can be used.

19. Obtain the email for this account from the Google API Sign In page.
Add Config Entry Page

Al il (]

Mame: Googlelmpersonation

Type: | VarChar250 -

[Google Impersonation User ]

Description:

value: |mtechman@crestron.|

Save & Close Close

20. In the Add Config Entry page, enter the following:
e Name: GooglelmpersonationUser
e Type: VarChar250
e Description: Google Impersonation User
e Value: Email address (from step 17 above)
21. Click Save & Close.

22. The service account is now set to impersonate the account with the elevated
privileges noted above. Run the tests at the end of section on page 15 to confirm
the impersonation has been configured properly.
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